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Privacy Policy

In accordance with Art. 13 of EU Regulation 2016/679, hereafter GDPR (General Data Protection Regulation), M.M.B. S.r.I.
(hereafter MMB), the Personal data processing controller, provides the following information regarding personal data
processing. Respect for and protection of privacy is a matter of the utmost importance and priority. We have drawn up this
policy for these reasons, not merely because of the legal obligations we are bound by. We take the principal of transparency
seriously and fully respect the trust you have placed in us.

1. DATA PROTECTION OFFICER

MMB has appointed (under Article 37(b) of the GDPR), a Data Protection Officer (hereafter DPO), whose job (under Article
39 of the GDPR) includes monitoring compliance with the applicable data processing regulations. You can contact our DPO
to exercise your rights under the GDPR at the following e-mail address: rod@mmbsoftware.it.

2. PURPOSES AND LEGAL BASIS OF PROCESSING

MMB processes personal data for the following purposes:

A. need to enter into and fulfil a contract, or to carry out pre-contractual arrangements, e.g. exchanging information
with a view to purchasing your products or services or providing quotes. This need provides the legal basis for the
resulting processing. The provision of data for such purposes constitutes a contractual obligation or a necessary
requirement for entering into the contract. Non-communication and partial or inaccurate communication may make
it impossible to carry out the requested activities and prevent MMB from performing its contractual obligations;

B. the need to comply with legal obligations (e.g. receiving and paying invoices, keeping accounts, complying with
instructions issued by a regulatory authority or the courts, where applicable, in relation to the service provided by
the supplier, complying with regulatory obligations regarding health and safety at work, etc.). This need provides the
legal basis for the resulting processing. The provision of the data required for these purposes is a legal obligation.
Without the data, MMB would be unable to establish relations and could be obliged to report you;

C. protecting MMB's rights, i.e. the data controller's legitimate interests, whether in court proceedings or in an out-of-
court procedure.

3. DATA SUBJECT TO PROCESSING
In addition to data relating to the company (e.g. company name, VAT number, location of operating headquarters, telephone
numbers, email and/or certified email (PEC) addresses, bank and payment references, contact IP address) the data may be:

A. alist of dealings that have taken place between the Parties by means of email, PEC, fax and verbal requests which
may have been made by telephone or opening support tickets;

B. the name and/or surname, role or duties of one or more individuals employed by your company who interact with
MMB for the purposes of performing the contract, including any direct telephone number (landline or mobile) that
the person decides to provide in order to speed up and improve performance of the contract.

4. DATA RECIPIENTS
Processed data strictly required to perform the contract may be disclosed to:

A. third-party companies that provide legal, bookkeeping and/or administrative advice and will operate exclusively in
full compliance with instructions provided by MMB as Data Processors;

B. companies belonging to the MMB group, including sister, parent, subsidiary and associated companies for
administrative and commercial purposes;

C. oversight bodies, judicial authorities and all entities to which disclosure is mandatory by law (Article 6(1)(c) of the
GDPR), e.g. the tax authorities.

To obtain a full list of the data processors, you may contact the data controller at any time using the contact details provided
at the end of this document.

5. DATA TRANSFER

For the performance of certain activities, which require the processing of personal data of a common nature, we use the
cloud services of our suppliers that involve transferring data to countries outside the EU, specifically to the USA. Standard
contractual clauses (SCCs) adopted by the Commission (Article 46 GDPR “Transfers subject to appropriate safeguards”) are
included in contracts signed with suppliers which act as data processors under Article 28 of GDPR 2016/679, to guarantee
the transfer of data to a non-EU country in the absence of an adequacy decision by the European Commission. You may
obtain a copy of the aforementioned guarantees by making a specific request to the Data Controller in the manner indicated
in the section on Rights of the data subject, or by clicking on the following links:
https://www.salesforce.com/eu/blog/2021/09/salesforce-dpa-update-contractual-clauses (Schedule 1)
https://cloud.google.com/terms/sccs

6. STORAGE PERIOD

Your data will be processed throughout the contractual relationship established and also thereafter for the fulfilment of all
legal obligations. The data provided will be stored in our archives according to the new following parameters:
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A. for administrative, accounting, contractual, and dispute management activities: from 5 to 10 years as established by
civil law and by the rules governing tax powers and inspections, unless an extension is justified by specific reasons
(e.g. in the event of disputes or inspections by the competent authorities).
7. AUTOMATED PROCESSING
The company does not carry out processing based on automated decision-making, including profiling, which could have a
legal impact on you or which may significantly affect you.
8. RIGHTS OF THE DATA SUBJECT
You are entitled to exercise your rights at any time (Article 15 et seq. of the GDPR), in particular:
A. vyou can confirm whether or not we hold personal data concerning you and, if we do, you can request information
on:

o all available information regarding their origin;
o the purposes of the processing and its legal basis;
o the recipients of your personal data and how they are protected during transfer, as well as the im pursued
and the limitations imposed on the recipient;
o theintended period for which your data will be stored;
o the rectification of inaccurate data including the completion of incomplete personal data;
o restriction, or withdrawal of your consent to the processing;
you may also object (Article 21 of the GDPR) to the processing of your data;

C. you may request the deletion of your personal data (Article 17 of the GDPR). A request for deletion will be met only
be made if storage is not compulsory under a European Union or Member State law. In this case, processing will be
carried out solely for the purposes set out in Article 2(B) of this Policy;

D. you may obtain a copy of your data in a structured, commonly used and machine-readable format that you can also
use to transmit those data to third parties;

E. if you consider that your data is being processed in breach of the GDPR, you may refer the matter to the Italian Data
Protection Authority www.garanteprivacy.it.

You may assert your rights by contacting our DPO, using the email address we have provided above, or by using the following
email address: trattamentodati@mmbsoftware.it. You may also exercise your rights using the form made available by the
Italian Data Protection Authority at https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/1089924.

9. AMENDMENTS

MMB may supplement and/or update this privacy policy in order to incorporate Italian and/or EU regulatory changes that
may affect the applicable privacy legislation. MMB will inform you of any material amendments to this policy by publishing
the changes on this website.
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